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About me

Professor, Aalto University, from Aug 2013
Professor, University of Helsinki, 2012-2017

IEEE Fellow (2017), ACM Distinguished Scientist (2016)
Associate Editor-in-Chief, IEEE Security & Privacy

Previously
Nokia (14 y; built up Nokia security research team)
IBM Research (3 y)

More information on the web (https://asokan.org/asokan) or Twitter (@nasokan) 

https://www.computer.org/security-and-privacy/
https://asokan.org/asokan
https://twitter.com/nasokan
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Secure Systems Group

Dr Andrew Paverd
Research Fellow, Department of Computer Science
Deputy Director: Helsinki-Aalto Center for Information Security
https://ajpaverd.org

Prof Tuomas Aura
Professor, Department of Computer Science
https://people.aalto.fi/tuomas_aura

Prof N. Asokan
Professor, Department of Computer Science
Director: Helsinki-Aalto Center for Information Security
https://asokan.org/asokan/

https://people.aalto.fi/tuomas_aura
https://asokan.org/asokan/
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Usability Deployability/Cost

Security

Secure Systems Group: Mission

How to make it possible to build systems that are simultaneously 
easy-to-use and inexpensive to deploy while still guaranteeing 

sufficient protection?
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Secure Systems Group

In Asokan’s projects:
• 3 postdocs
• 5 full-time + 3 part-time PhD students

Several MSc students
• Best InfoSec thesis in Finland 2017, 2016 & 2014, Tietoturva ry
• Runner-up for Best CS thesis in Finland 2014, TKTS ry

Projects funded by
• Academy of Finland, Tekes
• Direct industry support: E.g., Intel http://www.icri-sc.org, [NEC Labs, Huawei]

http://cs.aalto.fi/secure_systems/

https://www.tietoturva.fi/toiminta/opinnaeytetyoekilpailu
http://www.tkts.fi/tiedotteet
http://www.icri-sc.org/
http://cs.aalto.fi/secure_systems/


Aalto University

Established in 2010, named in honour of 
Alvar Aalto, the famous Finnish architect.

Science and art meet technology and business. 



Promoting entrepreneurship

70 to 100
Companies are founded every 
year in our ecosystem 

MIT Skolltech initiative rated Aalto’s 
innovation ecosystem among 

the  top-5
rising stars in the world

50% 
of Finnish startups that originate 
from universities come from 
the Aalto community

Entrepreneurship is a more popular 
career option than ever – in the last

four years, over  2 000
students have studied through 
the Aalto Ventures Program



8http://www.slush.org/



Research
Building systems that are secure, usable, and deployable
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Current themes: Platform Security

How can we design/use pervasive hardware and OS security mechanisms to secure 
applications and services?

https://arxiv.org/abs/1705.10295

https://arxiv.org/abs/1705.10295
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Web Server

Current themes: Platform Security

Enabling developers to secure apps/services using h/w and OS security
Example: SafeKeeper – using Intel SGX on server-side to protect passwords

key (k)

Browser
f(k,p,s), s

password (p)
[secure channel]

salt (s)

=?f (k)

web page

https://ssg.aalto.fi/projects/passwords/

Use secure hardware on server side

Secure h/w

https://ssg.aalto.fi/projects/passwords/
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Current themes: Machine Learning & Security

Can we guarantee performance of machine-learning based systems even in the presence of adversaries?

https://ssg.aalto.fi/projects/phishing/

https://ssg.aalto.fi/projects/phishing/
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Current themes: Machine Learning & Security

Applying ML for Security & Privacy problems; Security & Privacy concerns in ML
Example: MiniONN – privacy-preserving neural network predictions

By Source, Fair use, https://en.wikipedia.org/w/index.php?curid=54119040

Predictions

Input

violates clients’ privacy

oblivious protocols

Input

Predictions

Blinded input

Blinded predictions

Use inexpensive cryptographic tools

https://eprint.iacr.org/2017/452

MiniONN (ACM CCS 2017)

https://en.wikipedia.org/w/index.php?curid=54119040
https://eprint.iacr.org/2017/452


14

Current themes: Emerging topics

Distributed consensus and blockchains (theory, applications) [AoF project BCon, ICRI-SC]
• Can hardware security mechanisms help design scalable consensus schemes?

Securing IoT (scalability, usability) [AoF project SELIoT]
• How do we secure IoT devices from birth to death?

Security and privacy of vehicle-to-X (V2X) communication [ICRI-SC]
• How to reconcile privacy and lawful interception?

Stylometry and security [HICT scholarship]
• Can text analysis help detect deception?

https://wiki.aalto.fi/display/sesy/BCon:+Blockchain+Consensus+and+Beyond
http://www.icri-sc.org/
https://wiki.aalto.fi/display/sesy/SELIoT:+SEcuring+Lifecycle+of+Internet+of+Things
http://www.icri-sc.org/
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ICRI-SC

Intel Collaborative Research Institute for Secure Computing
• Only Intel Institute for security outside the US

ICRI-SC for mobile and embedded systems security
• 2012-2017 (Aalto, TU Darmstadt, UH; Aalto joined in 2014)
• Nearly 1 M€ invested in Aalto and UH

ICRI-CARS for autonomous systems security
• 2017-2020 (Aalto, TU Darmstadt, RU Bochum, U Luxembourg, TU Wien)

http://www.icri-sc.org/

http://www.icri-sc.org/
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Media coverage of our research



Education
Training the next generation of information security 
researchers and professionals



18http://www.aalto.fi/en/studies/education/programme/security_and_cloud_computing/

http://www.aalto.fi/en/studies/education/programme/security_and_cloud_computing/


Applications: 4.12.2017 – 17.01.2018      ~20 scholarships

secclo.aalto.fi secclo@aalto.fi facebook.com/secclo

mailto:secclo@aalto.fi
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Helsinki-Aalto Center for Information Security (HAIC)

Joint initiative: Aalto University and University of Helsinki

Mission: attract/train top students in information security
• Offers financial aid to top students in both CCIS Security and Cloud Computing & SECCLO
• Three HAIC scholars in 2017; Five (expected) in 2018

Supported by industry donations
• F-Secure, Intel, Nixu (2017)
• F-Secure, Huawei (2018)

Targeted donations possible
https://haic.aalto.fi/

https://haic.aalto.fi/
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InfoSec Research and Education @ Aalto

ACM CCS (1)

ACM CCS (2)

NDSS (2)

WWW (1)

UbiComp (1)

ASIACCS (1)

ASIACCS (1)

PerCom (1)

PerCom (1)

ACM WiSec (1)

Proc. IEEE (1)
Runner-up: Best CS MSc 
Thesis in Finland

20+ MSc and BSc theses yearly

Black Hat Europe (1)

Black Hat USA (1)

ICDCS (1)ACM CCS (1)

Black Hat Europe (1)

ASIACCS (1)

DAC (1) ICDCS (2) SECON (1)

IEEE TC (1)IEEE IC (1) RAID (1)

ACM CCS (1)

CeBIT (1)

Best InfoSec MSc 
thesis in Finland

Best InfoSec MSc 
thesis in Finland

Best InfoSec MSc 
thesis in Finland

2014

2015

2016

2017

2018 CT-RSA (1)

Euro S&P (1)
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http://cs.aalto.fi/secure_systems/

http://cs.aalto.fi/secure_systems/

	Information Security Research and Education
	About me
	Secure Systems Group
	Secure Systems Group: Mission
	Secure Systems Group
	Aalto University
	Promoting entrepreneurship
	Slide Number 8
	Research
	Current themes: Platform Security
	Current themes: Platform Security
	Current themes: Machine Learning & Security
	Current themes: Machine Learning & Security
	Current themes: Emerging topics
	ICRI-SC
	Media coverage of our research
	Education
	Slide Number 18
	Slide Number 19
	Helsinki-Aalto Center for Information Security (HAIC)
	InfoSec Research and Education @ Aalto
	Information Security Research and Education

