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Model Confidentiality Matters
 DNN solutions as products represents business advantage and intellectual property.
 Model stealing threatens these advantages.

* Current defenses against model stealing attacks are limited.

Stealing Realistic DNN Models [1] Limitations of Current Approach & Evaluation

Adversary’s capabilities: 1. Both victim and surrogate DNNs are pre-trained with the same dataset.

* Access to pre-trained models. 2. Overlap between victim DNN's training data and natural samples.
 No knowledge of train/test data, output semantics. 3. Requires full probability output to work well.
* Access to natural samples (ImageNet) and full prediction probability 4. |Imbalanced training dataset.
vector (cf. PRADA [2], which assumes access to only a small number).
5. Low class accuracy for less seen samples.
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Detecting Anomalous Queries

Stealing Process L .
9 1. Detect out-of-target distribution queries.

. ictim DNN with natural data (100,000 | Net les).
Query victim with natural data (100, mageNet samples) 2. Binary classifier trained with victim dataset/ ImageNet samples.

e Fine-tune pre-trained model(s) with victim outputs.
P (s) b 3. High accuracy in 4 out of 5 test setup.

* Victim: pre-trained complex models / simpler CNN.
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