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5G Timeline
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Source: 3GPP.
https://www.3gpp.org/specifications/67-releases
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From 4G to 5G

Mobile subscriptions by technology (billion) 

5G

LTE (4G)

CDMA-only (2G/3G)

WCDMA/HSPA (3G)

GSM/EDGE-only (2G)

TD-SCDMA (3G)

5G subscriptions 
are expected to 
reach 3.5 billion 
in 2026.
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4G is predicted to 
peak in 2021.

Source: Ericsson Mobility Report, November 2020.
https://www.ericsson.com/4adc87/assets/local/mobility-report/documents/2020/november-2020-ericsson-mobility-report.pdf
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5G Handover

A handover protocol transfers

an ongoing data connection

between two networks.

Either from one 5G network to

another, or fallback from 5G to

4G (or vice versa).

Needs to be fast, reliable,

seamless and secure.

We identify four main handover

protocols in the 5G speci�cation.
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Formal Veri�cation with Tamarin Prover

Tamarin is a state-of-the-art veri�cation tool for the symbolic

modeling and analysis of security protocols.

Given a formal model of a protocol and its expected properties as

input, the tool tries to either prove or disprove the properties.

(a) Expected trace (b) Counterexample
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Formalization and Formal Modeling

As part of our modeling,

we abstract away

parameters and messages

unrelated to security.

Abstracted values include

con�guration parameters

and other values

provisioned for later use

by other protocols within

the 5G standard.

We summarize the

abstracted protocols as

message sequence charts.

UE

User Equipment

SRAN

Source NG-RAN

TRAN

Target NG-RAN

CN

Core Network

SUPI, 5G-GUTI, KSEAF,
KAMF, KgNB, NH, NCC,

SRAN-ID

SRAN-ID, C-RNTI, KgNB,
NH, NCC,

PDU-Session-ID
TRAN-ID

NH, NCC, SRAN-ID,
KSEAF, KAMF,

PDU-Session-ID

Horizontal key derivation:
KgNB* ← KDF(KgNB, TRAN-ID)

Vertical key derivation:
KgNB* ← KDF(NH, TRAN-ID)

TRAN-ID, KgNB*, NCC,
C-RNTI, PDU-Session-ID

NCC, (old) C-RNTI, (new) C-RNTI

Handover Preparation

�
TRAN-ID, NCC,
(new) C-RNTI

�
KgNB

Horizontal key derivation:
KgNB* ← KDF(KgNB, TRAN-ID)

Vertical key derivation:
NH← KDF(KAMF, NH)
KgNB* ← KDF(NH, TRAN-ID)
NCC← NCC +1

SN Status Transfer

{‘RRCReconfigurationComplete’}KgNB*

Handover Execution

PDU-Session-ID

NH← KDF(KAMF, NH)
NCC← NCC +1

NH, NCC

N3 End marker

N3 End marker

Release Resources

Handover Completion

{‘MRU’, 5G-GUTI}KgNB*

‘MRU’, 5G-GUTI

{Registration Accept}KAMF

MRU
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Summary

(a) Extended paper (b) Tamarin models
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a) https://research.aalto.fi/en/publications/a-comprehensive-formal-analysis-of-5g-handover
b) https://github.com/tamarin-prover/tamarin-prover/tree/develop/examples/wisec21-5G-handover

https://research.aalto.fi/en/publications/a-comprehensive-formal-analysis-of-5g-handover
https://github.com/tamarin-prover/tamarin-prover/tree/develop/examples/wisec21-5G-handover

