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Multi-party Private Set Operations with an External Decider

 Private Set Operation (PSO)

 A cryptographic protocol for two or more parties.

 All / some of the parties have an input set of

private elements.

 All / some of the parties want to compute the

output of one or more set operations of the input

sets.

 Goal is to compute the output without revealing

anything about the elements that are not in the output.
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External Decider (D) is a special party that does not

have an input set, and is the only party who learns the

output of the protocol [1].

Examples:

• Secure electronic voting.

• Privacy-preserving parental control [2].

• Decentralized social networking platform

such as HELIOS [3], to obtain common

interests between different groups of friends.

Our Contribution:

• A general solution to any PSO problem with

D and with limited universe (PSO-Lim) by

using a non-deterministic additively

homomorphic cryptosystem.

• A general solution to find cardinality and

emptiness of the output to any PSO

problem with D and with unlimited universe

(PSO-Unlim) by using keyed hash function.

(𝐴 ∩ 𝐵 ∩ ҧ𝐶) ∪ (𝐵 ∩ 𝐶)

PSO-Lim Protocol for parties 𝑷𝟏, … , 𝑷𝒏 and a decider D: Private sets 𝑆1, … , 𝑆𝑛 are subsets of

𝑈 = {𝑎1, … , 𝑎𝑢}. The decider wants to learn 𝑆𝑇 = (𝐴1,1 ∪⋯∪ 𝐴1,𝛼1) ∩ ⋯∩ (𝐴𝛽,1 ∪⋯∪ 𝐴𝛽,𝛼𝛽) where

1 ≤ 𝛼𝑖 ≤ 𝑛, 𝛽 ∈ ℕ, and each 𝐴𝑖,𝑗 ∈ 𝑆1, … , 𝑆𝑛, ҧ𝑆1, … , ҧ𝑆𝑛 .

Set-up phase

1. D creates public and private keys for Paillier

cryptosystem, and sends public keys and 𝑈 to

parties. Parties create a shared repository.

2. Each 𝑃𝑖 creates a set containing many instances of

𝑒𝑛𝑐(0), and another set containing many instances

of 𝑒𝑛𝑐 𝑟 , where 𝑟 is a random number chosen for

that instance.

3. Parties create 𝛽 vectors 𝑊𝑘 of length 𝑢, where

𝑊𝑘 = (𝑒𝑛𝑐 𝑟1,𝑘 , … , 𝑒𝑛𝑐 𝑟𝑢,𝑘 ), when 1 ≤ 𝑘 ≤ 𝛽.

On-line phase

1. For every vector 𝑊𝑘 each 𝑃𝑖 modifies the vector

as follows. If 𝑢𝑗 ∈ 𝑆𝑖 then 𝑃𝑖 replaces 𝑊𝑗
𝑘 with

𝑒𝑛𝑐(0). Otherwise, 𝑃𝑖 multiplies 𝑊𝑗
𝑘 with 𝑒𝑛𝑐 0 .

2. After all the vectors 𝑊𝑘 have been computed, one

of the parties (e.g., 𝑃𝑛) creates a vector 𝑍 where

𝑍𝑗 = ς𝑘=1
𝛽

𝑊𝑗
𝑘. Party 𝑃𝑛 sends vector 𝑍 to D.

3. D decrypts 𝑍 . If 𝑑𝑒𝑐 𝑍𝑗 = 0, then 𝑎𝑗 ∈ 𝑆𝑇 .

Otherwise, 𝑎𝑗 is not in 𝑆𝑇.

Performance: If public key in Paillier is of length 4096

bits and we assume that 𝛼 = 𝛽 = 𝑛, the numbers in the

table show the required time for each party to modify 𝑍
with a single thread. When 𝑢 = 22, 25, 27, 210 the

decider needs 0.02, 0.17, 0.68, 5.51 seconds

respectively, to decrypt this vector with 32 threads.

A

C

B


