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ML-based systems are wildly successful!

How to protect them against novel attacks?

Training Experts
Industry: WithSecure, Intel, Nokia; Academia: Uni. Of Helsinki, Zhejiang Uni.; Public sector: KELA, CCC

Output

• 5 doctoral dissertations

• 16 Master’s theses

• ACSAC, ACM CCS, ACM MM, AAAI, 

ESORICS, EURO S&P, ICDCS, SRDS, ...
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ML for security:
• Off-the-hook: phishing website detection

• DÏoT: IoT anomaly detection

• RecAgglo: financial fraud detection
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ML systems are brittle:
• PRADA: novel model extraction & detection

• PRISM: efficient evasion attacks

• AD3: real-time RL evasion & detection

• NLP: evading hate-speech detection;

      ML-generated fake reviews

Real-world confidentiality:
• MiniONN: private inference

• Boogeyman: extraction with realistic

             adversary models

• DAWN: watermarking neural networks

• GANS: extracting image-translation models

• Conflicts: protecting against multiple threats

Effective ownership resolution:
• Dataset ownership schemes are not robust:

• Dataset watermarking

• Dataset Inference

• False Claims: inducing false positives

              against model ownership

Current work: defenses vs. other attacks, ML property attestation, …

https://ssg.aalto.fi/research/projects/mlsec/

Industry collaborations

Intel: ICRI-SC, ICRI-CARS & PrivateAI institutes

Zalando: fraud detection with real-world data

https://ieeexplore.ieee.org/abstract/document/7926371
https://ieeexplore.ieee.org/abstract/document/8884802
https://dl.acm.org/doi/abs/10.1145/3359789.3359810
https://ieeexplore.ieee.org/abstract/document/8806737
https://dl.acm.org/doi/abs/10.1145/3338501.3357366
https://link.springer.com/chapter/10.1007/978-3-031-17143-7_19
https://dl.acm.org/doi/abs/10.1145/3270101.3270103
https://link.springer.com/chapter/10.1007/978-3-319-99073-6_7
https://link.springer.com/chapter/10.1007/978-3-319-99073-6_7
https://dl.acm.org/doi/abs/10.1145/3133956.3134056
https://link.springer.com/chapter/10.1007/978-3-030-62144-5_4
https://dl.acm.org/doi/abs/10.1145/3474085.3475591
https://arxiv.org/abs/2104.12623
https://arxiv.org/abs/2207.01991
https://dl.acm.org/doi/abs/10.1145/3510548.3519376
https://arxiv.org/abs/2210.13631
https://arxiv.org/abs/2304.06607
http://www.icri-sc.org/
https://www.icri-cars.org/
https://www.private-ai.org/about/
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