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Problem
■ Cloud applications are collections of containerized microservices orchestrated with tools like Kubernetes.
■ The installation and configuration of these applications is simplified with package managers such as Helm.
■ Publicly available applications often lack basic security measures such as network policies, which are crucial

to block unintended and potentially harmful access between microservices and larger application components.
■ Network access control rules are needed to decrease the lateral movement reach of an attacker, but creating

them is a complex task that requires an error-prone manual inspection of the cloud applications.

Solution
A novel approach for network boundary enforce-
ment on unfamiliar applications is presented. The
methodology allows the automatic creation of net-
work policies based on the application description. It
is based on a best-effort approach, blocking unnec-
essary connections without interrupting legitimate
traffic.
We implemented Helm-ET, an open-source tool to
automate the described process on Helm Charts.
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The figure illustrates the existing connections on
a chart after applying Helm-ET. Outbound connec-
tions are shown in green, orange describes the in-
bound connections, and the red arrows show the con-
nections within the chart components.

Evaluation
We evaluate our approach by analyzing 337 pub-
licly available Helm charts lacking network poli-
cies. The results show that Helm-ET can signif-
icantly reduce the opportunities for attacker lat-
eral movement in most cloud applications, achiev-
ing an average of 42.85% on the total amount of
connections. On average, the tool shows an in-
creased reduction in misconfigured charts, although
it is still effective on well-declared applications.

0 122 337
Charts

0%

20%

40%

60%

80%

100%

La
te

ra
l M

ov
em

en
t R

ed
uc

tio
n

Well config
mean=36.49%
Misconfig
mean=46.45%

 

1 2 3 4 5 6 7 8
No. charts in the same cluster

0

25

50

75

100

125

Al
lo

w
ed

 c
on

ne
ct

io
ns

Lateral movement attack surface

Without HelmET
With HelmET

The effectivity of the methodology increases with the
number of applications installed in the same cluster.
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