
Secure Systems Group, Aalto University
Ambient Intelligence Group, Aalto University
Si Zuo, Stephan Sigg

Usable security enhancements on smart devices

Interactable smart 
devices with gestures
- Devices: drones
- Attack: device hijacking
- Solution: personalized 

gestures for device 
control through motion 
transfer.

On-body smart devices
- Devices: fitness / medical   

wearables
- Attack: identity theft, data  

breach
- Solution: secure devices 

paring with BCG and ECG
signals by extracting heart 
rate variability.
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Smart devices in the 
environment
- Devices: smart  

thermometer
- Attack: data breach
- Solution: a lightweight, 

secure IoT communication 
through data encryption 
using GAN-based method. 
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